
Course Overview 

In 1996, Congress passed the Health Insurance Portability and Accountability Act 

(HIPAA). Revisions have been made public and the full implementation of the rule 

became effective April 14, 2003. 

The Interim Final Rule for Breach Notification for Unsecured Protected Health 

Information, issued pursuant to the Health Information Technology for Economic and 

Clinical Health (HITECH) Act, was published in the Federal Register on August 24, 

2009, and became effective on September 23, 2009. 

VHA has revised its policies and procedures to reflect both the changes to HIPAA 

and to the HITECH Act. 

 







































































































































































VOLUNTEER PRIVACY/HIPAA  

Key Components 

INTRODUCTION 

Per VA regulations, all Regularly Scheduled volunteers are to have initial and annual privacy 

training.   Given the various assignments of volunteers, a print version of the VHA Privacy and 

HIPAA Training is made available to volunteers.  Volunteers who have computer access and 

who are issued a PIV badge must complete their privacy training through the TMS on-line 

education portal.   

This document supplements the Privacy and HIPAA training packet, does not replace, listing key 

components of privacy and HIPAA practices related to volunteer assignments.  A full copy of the 

2013 Privacy and HIPAA Training document is available for review in the Voluntary Services 

Office, room 207-C, the Volunteer Escort Office, room 202-C, the Recreational Therapy 

Department and Chaplain Services.  The document can also be viewed/downloaded from VA 

Butler’s website, www.butler.va.gov. 

As a VA Butler Healthcare volunteer, you are subject to the same expectations, rules and 

regulations as employees with respect to protecting the privacy, confidentiality and information 

security of the Veterans we serve and the staff and volunteers you serve with.   

KEY COMPONENTS 

1. PRIVACY OFFICER:  Each VA facility has a Privacy Officer who assists ensures that the 

facility has, and is in compliance with, privacy policies and procedures in place, to 

investigate breaches in privacy, to train staff, volunteers and Veterans on privacy 

procedures and to make rounds within the facility and the community clinics to look for 

privacy weaknesses.   A mandatory poster is located on each floor/building at VA Butler 

Healthcare and the community clinics listing the contact information and photo of VA 

Butler’s Privacy Officer.  Volunteers may contact the privacy officer at any time to 

discuss any issues or concerns relative to privacy.  The Privacy Officer for VA Butler 

Healthcare is as follows: 

 

 David Blackwell, Privacy Officer, 724-285-2416, VA Butler Healthcare, Bldg. 1, 

room 344W 

 Sue Legacy, Backup Privacy Officer, 724-477-5066, VA Butler Healthcare, Bldg. 1, 

room 202E 

http://www.butler.va.gov/


 

2. WHAT HAPPENS AT THE VA STAYS AT THE VA: What you hear or see while providing 

volunteer services at VA Butler Healthcare is not to be discussed with individuals outside 

of the VA, discussed publicly within the VA or with others within the VA who do not 

have a right to that information.  Any issues or concerns you have regarding a Veteran, 

staff person or other volunteer should be discussed with your immediate work site 

supervisor, the Privacy Officer or the Voluntary Services Coordinator in a secure, non-

public area.  Documents containing personal identifiable information on Veterans, staff 

or volunteers are not to be removed from the VA premises, emailed or faxed.  There are 

certain exceptions, and those are/would be reviewed and authorized through the 

Privacy Officer.    

 

3. HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT (HIPAA):  The Standards 

for Privacy of Individually Identifiable Health Information (Privacy Rule) established, for 

the first time, a set of national standards for the protection of certain health 

information. The U.S. Department of Health and Human Services(HHS) issued the 

Privacy Rule to implement the requirement of the Health Insurance Portability and 

Accountability Act of 1996 (HIPAA). The Privacy Rule standards address the use and 

disclosure of individuals’ health information (called “protected health information” by 

organizations subject to the Privacy Rule, called “covered entities”), as well as standards 

for individuals' privacy rights to understand and control how their health information is 

used. A major goal of the Privacy Rule is to assure that individuals’ health information is 

properly protected while allowing the flow of health information needed to provide and 

promote high quality health care and to protect the public's health and well being.The 

Rule strikes a balance that permits important uses of information, while protecting the 

privacy of people who seek care and healing. Given that the healthcare marketplace is 

diverse, the Rule is designed to be flexible and comprehensive to cover the variety of 

uses and disclosures that need to be addressed.  To view the entire Rule, go online to 

http://www.hhs.gov/ocr/hipaa.  The Health Insurance Portability and Accountability Act 

of 1996 (HIPAA), Public Law 104-191, was enacted on August 21, 1996, with sections 

261 through 264 of HIPAA requiring the Secretary of Health and Human Services to 

publicize standards for the electronic exchange, privacy and security of health 

information.   

 

4. STATUTES THAT GOVERN THE COLLECTION, MAINTENANCE AND RELEASE OF 

INFORMATION FROM VETERANS HEALTH ADMINISTRATOIN RECORDS:  To review 

these statutes, you may conduct your own on-line search or you may contact the 

Privacy Officer.   



 The Freedom of Information Act (FOIA), 5 U.S.C 552 

 The Privacy Act (PA), 5 U.S.C. 552a 

 Confidentiality Nature of Claims, 38  U.S.C, 5701 

 Confidentiality of Certain Medical Records, 38 U.S.C. 7332 

 Confidentiality of Healthcare Quality Assurance Review Records, 38 U.S.C. 5705 

 The Health Insurance Portability and Accountability Act (HIPAA) and its 

implementing regulation the HIPAA Privacy Rule. 

 

5. RIGHT TO PRIVACY: Privacy is everyone’s right, especially our Veterans.  Privacy strives 

to maintain balance between management of health information and protecting the 

Veteran’s privacy.  

 Patients admitted as inpatients may opt out of the inpatient facility directory, 

and therefore, will not receive mail, calls or visitors.  As a volunteer if you are 

asked if a patient is here, you are to refer the individual to the switchboard or to 

the nursing station.  The switchboard and the nursing station maintain a list of 

those patients who have opted out of the inpatient directory. 

 Veterans are provided a Notice of Privacy Practices informing them of how 

information may be used or disclosed by the VA, what the Veterans rights are 

regarding that information and the VA’s duties to protect that information.   

Copies of this notice may be obtained from the facility where the Veteran is 

receiving care or online at: 

http://www.1.va.gov/vhabpublications/viewpublication.asp?pub ID=1089. 

 The Community Living Center and the Domiciliary are considered “homes” to the 

patients who are admitted into these programs.  As such, staff and volunteers 

are to respect the privacy of the Veteran and to “knock” on his/her door and to 

ask for permission to enter the patient’s room.  Volunteers are not permitted 

into the rooms of patients in the Domiciliary.   Unless advised to do so, 

Volunteers are not to enter patient’s rooms when the door is closed.   

 

6. WHAT INFORMATION IS PROTECTED:  Name, addresses, social security number, date of 

birth, diagnoses, admission to the hospital as an inpatient if requested by the patient, 

other medical and personal information.  If you are not sure what information is 

protected, please contact your assignment site supervisor, the Privacy Officer or the 

Voluntary Services Coordinator. 

 Volunteers are not permitted to take photographs of Veterans, staff and other 

volunteers at any time as that the taking of these photos is considered 

protected.   Photos may be taken with advanced authorization/clearance from 

the Public Affairs Officer.  

http://www.1.va.gov/vhabpublications/viewpublication.asp?pub


 

7. USE OF INFORMATION WITHIN THE VA:  Employees may use personal health identifiers 

on a need to know basis for their official job duties for purposes of treatment, payment 

and/or health care operations.  The dissemination of patient information is governed by 

the rules and regulations as noted above and subject to strict policies and procedures to 

insure that the Veterans privacy is being maintained.  To ensure compliance and and 

understanding of the privacy regulations, employees are required to complete annual 

Privacy and HIPAA training, sign the Rules of Behavior and complete Information 

Security training.  Electronic information may only be sent via protected 

communications (i.e. PKI).  Faxes are to have cover sheets.  These coversheets can be 

found on VA Butler’s sharepoint site.  Documents containing personal identifiable 

information are to be sent via privacy envelopes with the disclaimer letter attached.   VA 

Butler volunteers, as part of their authorized assignment, may need to know some 

personal identifiers, such as name, address, last 4, and date of birth, in completion of an 

assignment.  In this regard, the program for which the volunteer serves has/will provide 

on-site, on-going training that includes a review of the privacy and confidentiality 

controls for that program area and assignment.  

   

8. PENALTIES:  Dependent upon the nature and severity of the breach, volunteers may be 

subject to the same criminal penalties as employees for breaches of privacy and 

security.  Volunteers who do not adhere to the expectations and abide by the rules and 

regulations as set forth for the prevention and protection of an individuals privacy will 

be terminated from service at VA Butler Healthcare.   

  

9. YOUR RESPONSIBILITIES AS A VOLUNTEER: As a VA Butler Healthcare volunteer, your 

responsibilities are (but not limited to): 

 Complete Privacy Training – initially and annually thereafter for the duration of 

your volunteer service 

 Know the particular requirements and parameters of your work site with respect 

to privacy and confidentiality 

 Through your actions, be a positive role model and an advocate for protecting 

the rights, privacy and confidentiality of the Veterans you serve and the staff and 

volunteers you work with 

 Double check your work and don’t hurry – i.e., when doing mailings, check to 

make sure that the name on the letter matches the name on the envelope 

 Do not acknowledge that an inpatient is at this facility – refer face-to-face or 

telephone inquiries to the switchboard or the nursing stations of the Community 



Living Center. These locations maintain a list of those inpatients who have opted 

out of the directory 

 Do not discuss/share information/documents pertaining to Veterans, staff or 

other volunteers in public areas, outside the facility or internally with individuals 

who do not have a need to know 

 Do discuss issues and concerns with appropriate program staff within secure 

environments 

 Report actual privacy violation instances or possible instances.  For example: If 

you see paperwork lying around the facility (i.e. waiting rooms, break rooms, 

etc.) that contain personal identifiable information, please take that information 

to the nearest employee, your site supervisor, the Voluntary Services 

Coordinator or Privacy Officer immediately.  If you are opening mail for a 

department and the information contained within the envelope should have 

been sent via a privacy envelope, report the incident to your site supervisor.   

 Do not use another person’s PIV Badge to gain entrance to restricted areas.   

 Do not document personal identifiable information nor make copies of 

documents that contain such information and take off site 

 Protect your own privacy – be mindful of the information you discuss with others 

 If you make a mistake, report it to your site supervisor immediately so that they 

can remedy the situation at that time or correct for the future  

 Provide regular feedback 

 

 



PRIVACY AND HIPAA TRAINING 

CERTIFICATE OF COMPLETION 

 

 

I, _________________________________certify that I have completed 
                  (print name) 

the 2013  Privacy and HIPAA Training (print version) as required for 

my volunteer service at VA Butler Healthcare.  By completing this 

training, I understand my role in protecting the privacy and 

confidentiality of other individuals (Veterans, staff and volunteers) and 

the governing rules and regulations.  I also understand that there is zero 

tolerance for breaches in privacy and that such behavior will/could result 

in termination from the volunteer program. 

 

I completed this training on _______________________________ 

(date). 

 

 
 

 

 

_________________________________  __________________________________ 
(signature of volunteer)     (signature of Voluntary Services Coordinator) 


