VHA Privacy and HIPAA Training
FY2013

Course Overview

In 1996, Congress passed the Health Insurance Portability and Accountability Act
(HIPAA). Revisions have been made public and the full implementation of the rule
became effective April 14, 2003.

The Interim Final Rule for Breach Notification for Unsecured Protected Health
Information, issued pursuant to the Health Information Technology for Economic and
Clinical Health (HITECH) Act, was published in the Federal Register on August 24,
2009, and became effective on September 23, 2009.

VHA has revised its policies and procedures to reflect both the changes to HIPAA
and to the HITECH Act.



Goal Statement and Audience

The goal of this training is to provide knowledge of:

o The Privacy Act

o Freedom of Information Act (FOIA)

o Health Insurance Portability and Accountability Act (HIPAA) Privacy
Rule

o Health Information Technology for Economic and Clinical Health
(HITECH) Act

o The confidentiality statutes, and

o Privacy policies

Audience

The audience for this training is any employee (which includes volunteers,
students, research staff, or contracted workers) who has direct access to
PHI or VHA computer systems.

Employees who do not have access to VHA computer systems or PHI as a
part of their job must take the combined privacy and security training VA
Privacy and Information Security Awareness and Rules of Behavior (VA
10176) to satisfy their privacy requirement.

All employees are required to complete Privacy Training annually on their
anniversary date from the previous year.
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Module 1: Basic Privacy Statutes and Regulations

Course Objectives

Upon completion of this training you will be able to identify the following:

The background and scope of applicable privacy and confidentiality
statutes and regulations,

Rights granted to Veterans by the Privacy Act, HITECH and HIPAA
Privacy Rule,

Disclosure purposes that do not require authorization from the
Veteran,

Disclosure purposes that require authorization from the Veteran,
Information that can be used and disclosed,

Requirements relating to the release of information,

Virtual Lifetime Electronic Record (VLER) and;

Elements of the Freedom of Information Act (FOIA).

‘ NOTE:

Itis important to mention that this Privacy and HIPAA training course is
not designed to cover topics such as breach notification, or topics that
are specific to the administrations. This training is designed to be very
high level but still able to cover the privacy requirements. For additional
information on these topics contact your administration or VHA health
care facility Privacy Officer.

COUYSe objectives: ~
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Course Content

The training is organized into eight (8) modules. It is recommended to take
the modules in sequential order.

1.
2.
3.

Privacy and Release of Information
Veteran's Rights

Disclosures and Use of information
Purposes Requiring Authorization
Release of Information Outside of VA
Operational Privacy Requirements

Freedom of Information Act (FOIA)

Course Summary

. Privacy and Release Information
' Veteran's Rights
‘ Disclosures and Use of Information
. Purposes Requiring Authorization
. Release of Information Outside of VA
. Operational Privacy Requirements

. Freedom of Information Act (FOIA)
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Introduction

Inthis module, you will learn aboutthe background and scope of applicable
privacy and confidentiality statutes and regulations. Specifically you will
learnthe following:

¢ Six statutes that governthe collection, maintenance and release of

information from Veterans Health Administration (VHA)records, and

+ Employee'sresponsibilities:

¢ Useanddisclosure ofinformation and

Safeguards underthe privacy regulations.

(o]

VHA Handhook 1605.1, Privacy and Release of Information, establishes
quidance on privacy practices and provides VHA policyforthe use and
disclosure of protected health information and individuals'rights in regards to
VHA data. Whenfollowing VHA privacy policies, all six statutes are to be
applied simultaneously.

VHA health care facilities should comply with all statutes so thatthe result
will be application ofthe most stringent provision for all uses and/or
disclosures of data and inthe exercise ofthe greatestrights forthe
individual.

The Freedom ofinformation Act (FOIA), 5 U.S.C. 552

The Privacy Act (PA), 5U.S.C. 5523

Confidentiality Nature of Claims, 38 U.S.C. 5701
Confidentiality of Certain Medical Records, 38 U.S.C. 7332

Confidentiality of Healthcare Quality Assurance Review Records, 38
U.S.C. 5705

The Health Insurance Portahility and Accountability Act (HIPAA)and
its implementing regulation the HIPAA Privacy Rule

LeSSon object’wes:
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Compliance

All employees shall comply with all Federal laws, regulations, VAand VHA
policies. Employees shall conductthemselves in accordance with the Rules
ofBehaviorconcerning the disclosure oruse ofinformation. The VARules of
Behavior are delineated in VAHandbook 6500, “Information Security
Program,” Appendix G.

Employees who have access to VHArecords or VHA computer systems
shall be instructed on an ongoing basis aboutthe requirements of Federal
privacy andinformation laws, regulations, VA and VHA policy. Employees’
accessoruse of PHIis limited to the minimum necessary standard of
information needed to perform their official job duties. See VHAHandbook
1605.2, "Minimum Necessary Standards for Protected Health Information”
for additional guidance.

The Privacy Actrequires thatinformation aboutindividuals thatis retrieved
by a personalidentifier or otherunique identifier such as Social Security
Number (SSN)may notbe collected ormaintained until proper notifications
are givento Congress, the Office of Management and Budget (OMB), and
publishedinthe Federal Reqisterundera VA System of Records. APrivacy
Officer orPrivacy Liaisonis designated ateach Veterans Integrated Service
Network (VISN), VAMedical Center (VAMC), VAHealth Care System
(VAHCS) or VHA Program Office to assistin addressing system of records
questions.
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De-ldentified Information
De-dentified information is not considered to be individually identifiable;
therefore, the provisions ofthe Privacy Act, HIPAA, and VA confidentiality l SS N
statutes do not apply. VHAmay disclose de-dentified information under
FOIA and mustbe processed bythe FOIA Officer.
| Addresses

| Phone #

VHA considers health information notindividually identifiable onlyif

* An experienced statistician determines the riskthatthe information
can be usedto identify an individual is very small, or

o |dentifiers ofthe individual or of relatives, employers or household
members ofthe individual are removed from the information.

& wore:

Scrambling of names and Social Security Numbers IS NOT considered
de-identified health information.
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Use of Information, Part 1 of 2

All employees mustuse oraccess information only as legally permissible
under applicable confidentiality and privacy laws, regulations, and policies.

All employees can use health information contained in VHArecords inthe
official performance oftheir duties fortreatment, payment, or health care
operations purposes. However, employees mustonly access oruse the
minimum amount ofinformation necessaryto fulfill or complete their official
duties. The minimum amount ofinformation does not applyto treatment of
anindividual.

_‘ NOTE:

[Per Office of General Counsel (OGC)Advisory 80-80]-There iz NO
authoerity under the HIPAA Privacy Rule for the disclosure ofa VHA
employees VAMC medical record to management or personnel
efficials for disciplinary investigation purposes without prior written
autherization.

_‘ NOTE:

There iz NO authority for an employee to access another employees/
Veteran's health record unless itis in performance oftheir official duties
and it is for treatment, payment or health care operations. You must
have an authorization or other legal authority (£.g., waiver of HIPAA
authorization for research)in order to access for any other reason.
Browsing an employee’s /Veteran's health record for personal reasens
or out of curiosity is strictly prohibited. Appropriate disciplinary action
may be taken by the superviser with guidance frem Human Resources.
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Use of Information, Part 2 of 2

‘ NOTE:

tis not permitted to use VA access to provide a Veterans PHito an
outside attorney in support of an employee's personnel grievance. tis
alzo not permitted to share a Veteran's PHI with the Union or the

Employee Equal Opportunity Commigsion (EEOC) in supportofa
personnel grievance as this becomes a privacy vielation. IfEEOC or the
Unien requires a Veteran's PHIto support an employee’s personnel
grievance, they will contactthe VHA health care facility Privacy Officer or
the ROl department.

The use ofhealth information for other purposes such as research requires
additional authority, a Veteran's written authorization, or awaiver of HIPAA
Authorization bythe Institutional Review Board (IRB) VHA employees may
usealimited data setforthe purpose ofresearch, publichealth, orhealth
care operations.

Contactthe VHA health care facility Privacy Officer or the VHA Privacy
Office for guidance on limited data sets.
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Disclosure of Information

VHA employees can disclose PHIfrom official VHA records onlywhen:

¢ VHA hasfirstobtainedthe prior written authorization fromthe
individualwhomthe information pertains to, or

o Otherlegal authority permits the disclosure without written
authorization.

PHIshould be disclosedto requestors with the understanding thatthe
informationis confidential and should be handled with appropriate
sensitivity.

VHA may disclose PHIrelated to VHA treatment of drug abuse, alcoholism,
and sickle cell anemia, and testing ortreatmentfor HIV only when 38
U.S.C. Section 7332 also permits the disclosure. Anon-VHA health care
provider cannotreceive 38 U.S.C. 7332 information without a specific
authorizationunlessitis a bonafide medical emergency.

Examples of “other legal authority” are covered in the following modules and
outlined within VHAHandbook 1605.1, "Privacy a nd Release of
Information.” When in doubt, always contactyourlocal VHA health care
facility Privacy Officer.
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Safequards

All employees shall ensure appropriate controls are followed to safeguard
PHIfrom loss, defacement, tampering and to ensure the confidentiality of
information.

Some administrative, technical and physical safequards are listed below.
Foradditionalinformation, see VAHandbook 6500 or contactyourlocal
Information Security Officer 1ISO)

Access Control Policy and Procedures

o Policyforpassword length and complexity.
¢ Example would bethata password needs to be a givenlength
and contain certain characters.

Account Management

o Policyforaccountlimitations and access.
¢ Thiswould bethe policythatmay limitthe size of an account
orthe expiration ofthe account
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Safeguards - Physical and Environmental Protection

Physical and Environmental Protection

¢ Policyforexistence oflocking mechanisms, fire protection, safety
devices etc
o Doorsthatautomaticallylock behind the entrance of an
authorized individual, orthe installation of alarms.

Policy and Procedures

* Policies thatsetforth the installation and use ofthe above protection
devices.
¢ Directions for using entry control such as “no pigay-backing,”

¢ Directions for activation of alarms.

Physical Access Authorizations

¢ Process ofdeterminingwhatindividuals orgroups should have
authorized accessto a given area.
o Access control mechanismwould be setto allow access-
based privileges to a surgical suite.

Physical Access Control

¢ Themethod utilized to control accessto an area.
¢ BioMetricdevices, Card KeyAccess, Personal ldentity
Verification (PIV)Card, etc.
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Safeguards - Technical

Identification and Authentication Policy and Procedures

o Policythatwould delineate the requirements for access.
¢ ldentification usedto grantaccess to a systemknown as ausername andthe authenticationthatmay be a password, ora PIV card.

Identification and Authentication (Organizational Users)

o The policythatwould control access atvarious levels within organizations.
¢ Policythatallows the surgical departmentaccess to anindividual's health record.

Device Identification and Authentication

o Theinstructions for allowing devices to access another device,
¢ Devices within a domain thatwould be authorized to access another device orfile using an approved authentication such as a password.

2

Imaging device having access to Computerized PatientRecord System (CPRS)

(9]
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Summary - Module 1

Congratulations!You have completed Module 1.

Inthis module, you learned about

o The sixstatutesthatgovernthe collection, maintenance, and release
ofinformation from VHArecords, and Lourse

o Thescope of privacy regulations

¢ Employee responsibilityinthe use and disclosure ofinformation Viodul
il HED

InModule 2, youwill learn about Veteran's Rights and you will have some
opportunities totestyourknowledge in scenario-based settings.

Topics
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Module 2 - Veteran's Rights

Module 2 Introduction

Inthis module you will learn aboutthe rights grantedto Veterans bythe
Privacy Act and the HIPAA Privacy Rule. When the Privacy Actand the
HIPAA Privacy Rule are in conflict, the regulation that grants the Veteran
the mostrights is used.

Specifically, you will learn aboutthe Veteran's rightto:
o ANotice of Privacy Practices (NoPP)

4 /
Lesson OYjectives:
o Acopy oftheir own Protected Health Information,
+ Requestanamendmentto health records,
¢ RequestanAccounting of Disclosure,

¢ Requestandreceive confidential communication,

+ Requestrestriction ofuse or disclosure ofrecords

¢ Fileacomplaint
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Notice of Privacy Practices (NoPP)

AVeteran or Non-Veteran receiving treatmenthas the rightto receive a
copy ofthe VHA Notice of Privacy Practices (NoPP) All newly registered
Veterans are mailed a Notice of Privacy Practices bythe Health Eligibility
Center (HEC) The VHA Privacy Office is responsible for updating the NoPP
and ensuring Veterans are provided the NoPP everythree years orwhen
there is a significantchange. The Veteran has arightto requesta copy of
the NoPP fromtheirlocal VHAHealth Care facility at anytime. The
Veteran's requestfora copy ofthe NoPP does notneedto be inwriting.

This notice includes the uses and disclosures of his/her protected health
information by VHA, as well as, the Veteran's rights and VHAS legal
responsibilities with respectto protected health information. There is one
NoPP for all of VHA

A copy ofthe NoPP as well as answers to questions aboutthe NoPP and
information on Non-Veteran requirements forthe NoPP can be obtained from
the VHA health care facility Privacy Officer or atthe following website:
hitp:/Mmww1.va.govivhapublications/ViewPublication.asp?pub_ID=1089.

Dirartvant of VETerans Arams
Nrroeans Heatne Apsmisnreanon
Wasscron DC 20420

NOTICE OF PRIVACY PRACTICES

Errecrve Dars Ama. 14, 2009

THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE USED OR INSCLOSED
AND HOW YOU CAN GET ACCESS TO THIS INFORMATION,
PLEASE REVIEW IT CAREFULLY

The Department of Veterans Affaies (VA) Veterans Health Admumnsstration (VHA) is required by law to maintain the
privacy of your peotected health information and to provide you with notice of its kegal duties and pervacy pracrices. VHA
% also required to abude by the terms of this notice and its peivacy policies.

How VHA May Use or Disclose Your Health Information

Federal Law allows us 10 use of dischose your health information withon? your permason for the following purposes

o Teeatment (e, giving information  « Payment (e.g., gving information o Health Care Operations feg.,

to VHA and other dostors and to noo-VHA fxcilities that provide giving information to indivaduals

nurses caning for you) Cate of serviced) conducting Quality of Care

Elspibility and Enrollment for VA o Patient Disectories fe.g., pablishing IEYRWS)

Benetits e.g., giving information to  bani information sbout patents)  » Coroner or Funeral Activities

ofiials who decide bencfity) + Law Enforcement When Requited by Law

Poblic Health Activities (eg gving o Judiial of Administrative Health Care Oversight e,

information about certain discases Proceedings gving information to the

10 gOVernment agencics) Office of Inspector General of 2

o Research Activities e.g., giving ¢ Congressional Committee)
information to a researcher to Health o¢ Safety Activitaes
peepare a rescarch peotocol) Military Activities fe.g., giving

o Abuse Reporting information to the Department of

National Secunity Matters
Coerectional Facilities andioe
Parole Officers

o Workers' Compensation Cases
le o evine indormanon tn
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Right of Access

A Veteran has arightto obtain a copy ofhis orher own health record. A
Veteran's requestmustbe submitted in writing to the VHA health care
facilitywherethe recordis maintained and must be signed. Veterans may
gain accessto anyinformation pertaining to themthatis containedin any
system ofrecords.

All requests for copies will be delivered to, and reviewed by, the VHA health
care facility Privacy Officer. VHA employees should refer all requests from
Veterans for copies oftheirrecords to the Release of Information (ROI)
Office orto another appropriate office thathas amechanismin placeto
trackthose disclosures. Clinical providers may disclose patientinformation
at Pointof Careifits foreducational purposes. Veteran's requesting copies
oftheirhealth records must provide sufficientinformation to verify their
identity, e.q., drivers license or other picture identification, to ensure
appropriate disclosure.

Ifthe Veteranis requesting copies oftheir health records by mailingina
request, a comparison ofthe signature onthe requestto a signature onfile
mustbe done priorto the disclosure ofthe health records.

VHA health care facilities are to process all requests for review or copies of
PHIwithin 20 work days of receiptwhenever possible. Records may be
providedto Veterans on any medium.

‘ NOTE:

Information provided via CO-ROM directly to the Veteran does not
require encryption. Please refer to VA Directive 6609, "Mailing of
Sensitive Personal Information.”
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Right to Request an Amendment

The Veteran has the rightto requestan amendmentto anyinformation in
their health record. The requestmustbe in writing and adequately describe
the specificinformation the Veteran believes to be inaccurate, incomplete,
irrelevant, oruntimely, and the reason forthis belief The written request
should be mailed or delivered to the VHA health care facility that maintains
the record The VHA health care facility Privacy Officer will review and
process the requestwithin 30 work days.
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Right to an Accounting of Disclosures

AVeteran mayrequestalist of all written disclosures ofinformation, from
his/herrecords. VHAfacilities and programs are required to keep an
accurate accounting foreach disclosure made to any person orto another
agency. An accountingis notrequiredto be maintainedin certain
circumstances, includingwhen disclosure is to VHA employees who have a
needforthe information inthe performance oftheir official duties or pursuant
to aFOIA request

Therequestforan accounting of disclosures mustbe inwriting and
adequatelyidentifythe VA system of records forwhich the accountingis
requested. The requestforthe accounting should be mailed or deliveredto
the VHA health care facility that maintains the record. Arequestforan
accounting of disclosures should be delivered to the VHA health care facility
Privacy Officer or designee for processing. An accounting of disclosure
mustbe retainedfor 6 years afterthe date of disclosure orforthe life ofthe
record, whicheveris longer.

Facilities should ensure that all disclosures are accounted for using the ROI
Manager Software. Departments thatmake individual disclosures—ie.,
Social Work, Prosthetics, MCCF, etc—should utilize an electronic
spreadsheetto keep track ofthese disclosures.

\\3 Department of Veterans Affairs
ACCOUNTING OF RECORDS/INFORMATION DISCLOSURE

1 FLE RECORD NO i apih e

UNDER PRIVACY ACT

& WAL OF ACTVOUAL 1O WOl Tael IS COROMY OMMA T On FERTANS ) DATE O G O

. NATURE OF DSCLOSURE il oaf Bmp of sk Apw of Bummem vy § dnlnd

S FAWOM OF DS 0SS

TF ATTRORITY FOR BELEABE OF AECRMATION A iv sy
| el v o -

I WAL AND ACORIESS OF PERBON OR AGINGT 10 WHOM DIICLOBURE 1 WASE
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Right to Confidential Communications

AVeteran may requestalist of all written disclosures ofinformation, from
his/herrecords. VHAfacilities and programs are requiredto keep an
accurate accounting for each disclosure made to any person orto another
agency. An accountingis notrequiredto be maintainedin certain
circumstances, including when disclosure is to VHA employees who have a

needfortheinformationinthe performance oftheir official duties or pursuant
to aFOIA request

The requestforan accounting of disclosures mustbe inwriting and <
adequatelyidentifythe VA system of records forwhich the accountingis
requested. The requestforthe accounting should be mailed or deliveredto
the VHA health care facility that maintains the record. Arequestforan
accounting of disclosures should be delivered to the VHA health care facility
Privacy Officer or designee for processing. An accounting of disclosure

mustbe retainedfor 6 years afterthe date of disclosure orforthe life ofthe
record, whicheveris longer.

Facilities should ensure that all disclosures are accounted forusingthe ROI
Manager Software. Departments that make individual disclosures—ie.,
Social Work, Prosthetics, MCCF, etc—should utilize an electronic
spreadsheetto keeptrack ofthese disclosures.
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Right to Request a Restriction

The Veteran hasthe rightto request VHAto restrictits use or disclosure of PHIto carry outtreatment, payment, orhealth care operations. The Veteran also
hasthe rightto request VHAto restrictthe disclosure of PHIto the next of kin, family, or significant others involved in the individual's care. This request must
bein writing and signed bythe Veteran.

VHAs notrequiredto agree to such restrictions, butifitdoes, VHA must adhere to the restrictions to whichithas agreed All requests thatthe VHA health
care facility Privacy Officer considers granting are to be referred to the VHA Privacy Office for consultation.

On occasion, a provider may be told a Veteran requests the sharing ofinformation to be restricted from a family member. Ifthis happens, the provider must
sendtheindividualto the Release of Information Officer so thatthey can submittheir restriction requestin writing. The VHA health care facility Privacy Officer
will consultwith the VHA Privacy Office for approval of a restriction request Providers are prohibited from granting any verbal restriction requests. Documenting
inthe CPRS health record does not constitute a restriction request




Menu Module 2: Veteran's Right

Right to Opt Out of Facility Directory

A Veteran has the rightto opt-out ofthe facility directory. The facility
directoryis usedto provide information on the location and general status of
a Veteran. Veterans mustbe in aninpatientsetting in orderto opt-outand
thus itdoes notapplytothe emergency room or other outpatient settings. If
the Veteran opts out ofthe facility directory no information will be given
unless required by law. The Veteran will notreceive mail orflowers. Ifthe
Veteran has opted out ofthe directoryvisitors will only be directed tothe
Veteran's roomifthey already knowthe room number.

Ifthe Veteran is admitted emergently and medically cannot give their op-out
preference, the providerwill use their professional judgment and make the
determination forthe Veteran. This determination may be based on previous
admissions, or by afamilymemberwho s involvedinthe care ofthe
Veteran. Whenthe Veteran becomes able to make a decision, he orsheis
requiredto be asked about opting out ofthe facility directory.
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Right of Personal Representative to a Deceased Veteran's Health Record

Employees mustprotectPHI about a deceasedindividualinthe same >
manner andtothe same extent as that ofliving individuals for as long as the
records are maintained. Eventhoughthe Privacy Actexpires upon death of
the individual, the HIPAA Privacy Rule does not

The personal representative of a deceased individual (e.g. Executor ofthe
Estate)has the same rights as the deceased individual. Employees must
disclosethe PHI ofthe deceased individual, underthe right of access
provisions, tothe personal representative. Apersonal representative may
alsorequestamendments to the deceased individual's records. The next of
kinmay be consideredthe personal representative of a deceased individual.
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Summary - Module 2

Congratulations!You have completed Module 2

Inthis module you learned about

The rights grantedto Veterans,

Therights of Personal Representatives for deceased Veterans.

Inthe nextmodule, Uses and Disclosures within VA, you will learn about

Uses of PHIfortreatment, payment and health care operations,

Disclosures for purposes otherthan treatment, payment and/or
health care operations,

Disclosures forresearch purposes,
Incidental disclosures,
System of Records (SOR)

The process ofrelease ofinformation from non-VHA Systems of
Records.
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Module 3 - Introduction to Uses and Disclosures of Information within VA

Module 3 Introduction

Inthis module, you will learn aboutthe use and disclosure purposes for
release of PHIwithin VAthat do notrequire a written authorization from the
Veteran.

Specifically you will learn:

- " i ’ ,
. (L:_ls;gg); PHIfortreatment, payment and/or health care operations Less 0 V\l O b\J CCtL\/es ; .

¢ Disclosing PHIforTPO,
o Disclosure of PHIwithout an authorization for otherthan TPO
o Compensated Work Therapy (CWT)

¢ Employee Accessto PHI

¢ Disclosing PHIforresearch purposes,

¢ Incidental Disclosures,

¢ Logbooks,
o Systems ofRecords, and

o Release ofInformationfrom Compensation and Pension (C&P)
Records
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Using PHI without an authorization for treatment, payment, or health care operations

VHA employees mayuse PHI on aneedto know basis fortheir official job
duties forpurposes oftreatment, payment and/or health care operations.

o VHA may disclose PHIto DoD ffortreatment purposes, including 38
USC7332)

o VHA may disclose PHI, excluding 38 USC 7332 Protected
information, to non-VA health care providers (e.g. physicians,
hospitals, clinics, and nursing homes)fortreatment purposes. An
accounting of disclosures is required to be maintained.

o VHA may disclose PHI, excluding 38 USC 7332to aninsurance
company for payment purposes. An accounting of disclosures is
requiredto be maintained.
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Disclosure of PHI without an authorization for other than treatment, payment, or health care operations, Part 1 of 2

Forthe purpose of determining aveteran's eligibility, entittement, and/or
provision of benefits, VHA may disclose Veteran PHIto the following
groups:

o Veterans Benefits Administration (VBA)(underthe laws administered
by the Secretary of VA)

o National Cemetery Administration (NCA)(underthe laws
administered bythe Secretary of VA)

o Board of Veterans Appeals (BVA)(underthe laws administered by
the Secretary ofHealth)

o VA contractors (aslong asthereis abusiness associative
agreementin place)

I’h .(||. !‘ "” ”g,: ”""‘ "'" ‘uvl.r
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Disclosure of PHI without an authorization for other than treatment, payment, or health care operations, Part 2 of 2

VHA may disclose all VHA information, to the Office of General Counsel
(OGC)andRegional Counsels (RC)forany official purpose authorized by
law. Neitherthe OGC norRC is required to provide a written requestfor VHA
information.

VHA may disclose PHI, exceptfor 38 USC 7332 protected health
information, to the VA Office of Inspector General (OIG)forlaw enforcement
purposes. VAOIGis requiredto provide a written requestforVeteran
information forlaw enforcement purposes. For health care oversight
activities awritten requestis notrequired and VHA may only disclose 38
USC 7332 protected health information to the OIG for health care oversight
activities.

VHA may disclose PHIto VAUnions, inthe course of fulfilling their
representational responsibilities. VAUnions may make arequestto
managementfor copies offacility records pursuantto its authority under 5
USC 7114 (bX4) Unions mayrequestanyrecords that are maintained by
VHA facilities. This mightinclude:

¢ releasable portions of completed administrative investigation boards
(AIB),

¢ patienthealth records, and/or

¢ anemployee’s personnelrecords

However, under extremely limited circumstances, in accordance with 5 USC
7114 (b)(4) the Unions may be legally entitled to PHI orinformation
protected by other statutes such as the Privacy Act

On any suchrequestmade bythe Union and received by the facility, the
local facility human resources mustbe consulted.

VHA may disclose PHIto VA Police when VHA believes the information
constitutes evidence of criminal conductthat occurred on VHA grounds.
VHA may disclose a picture of a Veteranto the VAPolice when help is
neededtolocate amissing person.
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Compensated Work Therapy (CWT)

Compensated worktherapy (CWT)workers are considered patients —-NOT EMPLOYEE S —therefore they cannot be given access to Veteran PHIwhichis
maintained by VHA This includes computer systems and verbal orwritten access to PHI. Appropriate placementforthese workers would be in positions with
no access to PHI, which mayinclude such areas as engineering, Acquisitions Material Management (AMM&S) groundskeeper, canteen/limited food service,
and mail reom mail sorter.

RESUMES and Job Applications

CWT officials canfill outjob applications and resumes forthe CWT worker. When an application orresume is keptforfuture job placementetc, itmustbe
securedin alockedfile cabinetorsecured on a share point site with restricted access. The completed job application orresume cannot be mailed using
Outlook unless encryptionis used.

CWT workers cannotwaive the security requirements required by FISMA or VA security policy for emailing using outiook A CD can be usedto mailthe CWT
workertheirresume orjob application andthe CDis notrequiredto be encrypted nordoes itneedto be sentvia FedEx or other special mailing venue.

‘ NOTE:

These individuals cannot have background checks completed or take privacy or security training to grant employee status.

Referto Memorandum dated November 8, 2000 for additional guidance regarding CWT workers.
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Employee Access to PHI

Since April 14, 2003 with the implementation ofthe HIPAA Privacy Rule,
supervisors canno longer access theiremployee Veterans'health records
undera“needto know."Employee’s access to PHIis limited to treatment,
payment or health care operations (TPO) There is no authority underthe
HIPAA Privacy Rule to access an employee's health record without their
authorization foremployment purposes. The ability to access PHI does not
constitute authority.
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Research

VHA is one legal entity, so as a covered entity (both as a health plan and
health care provider) the HIPAA Privacy Rule always applies to VHA
employees in the performance of their official VA duties, including VA
research, that involve the use of protected health information. All Veteran
and patient information collected and maintained by VHA in a Privacy Act
system of records is protected health information. Any action to collect,
obtain. use, and view or access Veteran or patient information in the role as
a VHA employee will be subject to HIPAA Privacy Rule requirements.

For research studies the following requirements may apply:

o De-identification must take place by removing the 18 HIPAA
elements.

PHI is compiled into a limited data set and only disclosed by using a
data use agreement (DUA).

Written authorization is received from the research subject.

Approval of Waiver of HIPAA Authorization is received from the
Institutional Review Board (IRB) or Privacy Board.

Activity qualifies as "preparatory to research.”

Preparatory to research on human subjects, a VA researcher may access
PHI without the subject's written authorization. Only aggregate data will be
recorded in the researcher’s file and no PHI will be removed from VHA during
the preparatory phase.

Further use or disclosure of PHI requires IRB approval of the research
protocol, informed consent, or waiver of informed consent. In addition, the
Principal Investigator (Pl) must have an approved HIPAA authorization that
is approved by the VHA health care facility Privacy Officer or a waiver of the
HIPAA authorization by the IRB or Privacy Board. If the research involves
pictures or voice recordings for other than treatment purposes, an additional
VA Form 10-3203 Consent for Use of Picture and/or Voice is required.




‘ NOTE:

The IRB cannot waive the VA Form 10-3203 as this is a Joint
Commission requirement.

All research with in VA must be conducted by a VA employee
investigator and this information is the property of the VA and notthe
Principal Investigator.

For non-VA research participants, a NoPP must be provided and a signed
acknowledgement of VAF 10-0483 must be kept.

For additional guidance on research, see VHA Directive 1200 Veterans
Health Administration Research and Development Program and related
1200 series handbooks and directives.
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Incidental Disclosures

Many customary health care communications and practices play an
important or even essential role in ensuring that Veterans receive prompt
and effective health care. Due to the nature of these communications and
practices, as well as the various environments in which Veterans receive
health care or other services from VHA, the potential exists for a Veteran's
health information to be disclosed incidentally. For example:

o A hospital visitor may overhear a provider's confidential conversation
with another provider or a patient.

¢ A patient may see limited information on sign-in sheets.

o A Veteran may hear another Veteran's name being called out for an
appointment.

¢ A Veteran may see limited information on bingo boards or white
boards.

Incidental disclosures are permitted as long as reasonable
safeguards to protect the privacy of the information are followed.

Reasonable safeguards will vary from VHA facility to VHA facility depending
on factors, such as the size of the facility and the space that it has to use.
In implementing reasonable safeguards, facilities should analyze their own
needs and circumstances, such as the nature of the protected health
information it holds, and assess the potential risks to the Veteran's privacy.
VHA health care facilities should take into account the potential effects on
patient care and may consider other issues, such as the financial and
administrative burden of implementing particular safeguards.




Many health care facilities providers and professionals have long made it a
practice to ensure reasonable safeguards are in place for Veterans PHI. For
instance:

e Speaking quietly when discussing a patient’s condition with family
members in a waiting recom or other public area;

« Avoiding using patients’ names in public hallways and elevators, and
posting signs to remind employees to protect patient confidentiality;

o Only using last four digits of SSN on bingo boards: and

e Using Veterans ID card for identification of the patient, when it is
available.

Unauthorized disclosures are often a result of negligence, mistakes or
failures to follow reasonable safeguards.

& note:

Lack oftraining is not a valid excuse for unauthorized disclosures
resulting from failure to follow the reasonable safeguards required for
incidental disclosures.
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Logbooks

Paper logbooks can only be maintained for a compelling existing business need as approved by the VHA facility. For additional information, contact your
facility health care Privacy Officer and your information security officer (ISO).

Every effort must be made to make the logbook electronic and secure on systems with appropriate [T security controls.
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System of Records

A System of Records (SOR) is a group of records under the control of the
agency from which PHI about an individual maybe retrieved by the name of
the individual or by some other unique identifier or symbol.

An advance public notice known as the System of Records Notice
(SORN) must be published prior to an agency collecting PHI for a
new SOR.

Publication in the Federal Register is required to provide an
opportunity for the interested person to comment.

One SOR that is familiar in VHA is 24VA10P2—Patient Medical
Records—VA.

Within the SOR, there is a section describing routine uses (RU),
which is a term that is unique to the Privacy Act and means the
disclosure of a record outside of VA for a reason compatible with the
purpose for which it was collected.

A "routine use" gives authority to allow for disclosure outside of VA
without authorization.

For additional information on System of Records, contact your
administration or VHA heath care facility Privacy Officer.

For a list of all VHA systems of records go to
http://vaww.vhaco.va.gov/privacy/SystemofRecords_htm. You will only be
able to access this address through the VA Intranet.
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Release of Information from Compensation and Pension (C&P) Records

In VHA health care facilities, there are departments that are responsible for
C&P exams. If these C&P exams are included in the Veteran's health
record, these are to be disclosed under a first-party right of access request.

If the C&P exams are not part of the Veteran's health record, the request for
the C&P exam must be referred to VBA for processing.

VHA health care facility Privacy Officers should work with these offices to
determine how to process such requests. For additional information on
amending C&P exams, please review VHA Directive 2010-024 "Changes in
Compensation and Pension Examination Reports”.
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Summary - Module 3

Congratulations! You have completed Module 3.

In this module, you learned about:

¢ Using PHI for treatment, payment and/or health care operations

(TPO).
¢ Disclosing PHI for TPO,
e Disclosure of PHI without an authorization for other than TPO
e Compensated Work Therapy (CWT)
e Employee Access to PHI
¢ Disclosing PHI for research purposes,
e Incidental Disclosures,
¢ Logbooks,
e Systems of Records, and

* Release of Information from C&P Records

In the following module, Purposes Requiring an Authorization, you will learn
about:

¢ When written authorization is necessary for disclosure of information,
e Processing a request,
¢ Handling of disclosures and releases requiring authorization,

e Taking video, photography and voice records.
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Module 4 - Purposes Requiring Authorization

Module 4 Introduction

In this module, you will learn the disclosure purposes for release of
protected health information (PHI) that require written authorization from the
Veteran.

Specifically, you will learn:

o Consent versus Authorization.

When a written authorization is necessary for the disclosure of
information.

LeSSon Object’u/es:

How to process a request.

dentify various types of disclosures and releases requiring
authorization.

Taking of video, photographs and voice recordings requiring consent.
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Documents Providing Written Permission Authorizing Disclosures for a Specific Purpose

An authorization as defined by the HIPAA Privacy Rule is an individual's
written permission for a covered entity to use and disclose protected health
information (PHI).

A "consent” is approval or permission as to some act or purpose, and is a
much broader concept than authorization. There is informed consent for
procedures, consent to be photographed and consent authorizing a
disclosure.

» Documents providing written permission authorizing disclosure for a
specific purpose:
o Privacy Act - Consent
38 USC 7332 - Special Consent
o HIPAA Privacy Rule - Authorization

o VHA Handbook 1605.1 — Authorization

(o]

For purposes of this training, the term "authorization” is used when
discussing permission authorizing a disclosure instead of the word
“consent.”
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Authorization Requirements, Part 1 of 2

If VHA employees receive a request for PHI that is accompanied by a valid written authorization, disclosure should be made in accordance with the
authorization. When a valid written request, signed by the individual is made, every attempt to provide the disclosure should be made, unless the information
requested is deemed sensitive. For additional information on sensitive information requests, contact your VHA health care facility Privacy Officer.

A written authorization is a document signed by the individual to whom the information or record pertains and may be required for use or disclosure of protected
health information.

When a written authorization of the individual is required for use or disclosure of PHI, the authorization must contain each of the following elements to be valid:
¢ Be in writing,
o |dentify the individual to whom the requested information pertains to,
¢ |dentify the permitted recipient or user,
¢ Describe the information requested,
o Describe the purpose of the requested use or disclosure,
¢ Contain the signature of the individual whose records will be used or disclosed,
¢ Contain an expiration date, satisfaction of the need or an event,

¢ Include a statement that the patient may revoke the authorization in writing, except to the extent the facility has already reacted on it, and to whom the
revocation is provided to,

¢ Include a statement that treatment, payment, enrollment. or eligibility for benefits cannot be conditioned on the individual completing an authorization,

¢ Include a statement that the information may no longer be protected from re-disclosure.

There are some cases when a written authorization is not required such as when:

e PHIl is used for treatment, payment, and/or health care operations (TPO), or

¢ Other legal authority exists.
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Authorization Requirements, Part 2 of 2

Authorization may be given on VA Form 10-5345, Request for and Authorization to Release Medical Records or Health Information.

VA Form 10-5345 is used to permit disclosures to third party requestors who are not the subject of the health information that is to be disclosed. VA Form 10-
5345 can be initiated by the Veteran or a third party but it must always be signed by the subject of the record.

If any of the authorization requirements listed above, with exception to the Veteran request field (the specific authority to release 38 U.S.C. 7332 information)
on the VA Form 10-5345, have not been satisfied the authorization will be considered invalid. If any of the following statements about the authorization are true,
the authorization becomes invalid:

¢ Fails to meet all of the content requirements (See VA Form 10-5345).
o Expiration date on the VA Form 10-5345 has passed.
e |s known to have been revoked.

e |s known to be false with respect to the authorization requirements.

‘ NOTE:

Unless itis explicitly covered in the authorization, information regarding testing or treatment of HIV or sickle cell anemia, or the treatment of or referral for
drug/alcohol treatment must not be disclosed to a third party per 38 U.S.C. 7332

& note:

A Veteran who is requesting his/her own health information is not required to submit an authorization, just a written request that is signed, dated and outlines
the information being requested. A written request may be given on VA Form 10-53453, Individuals' Request for a Copy of Their Own Health Information, or a
hand written request (e.q., letter) signed by the individual.




Module 4: Purposes Requiring Authorization

Process a Request

Individuals or third parties may request VHA to disclose any record
maintained by the Agency. The following describes how a request will be
processed:

The request must be in writing and describe the record sought so it may be
located in a reasonable amount of time. The majority of written requests are
handled through the facility's Release of Information office.

If the requestor is the individual to whom the record pertains (first party), the
individual has a first party right of access to receive a copy unless there is
an exception, such as VA police records.

If the requestor is other than the individual to whom the record pertains (third
party), determine what information or record is requested and that you have
a valid written authorization from the individual or other legal authority to
disclose the information.

If the record requested does not fall under a Privacy Act System of Records
(records that are retrieved by an individual's name or a unique identifier), the
request must be processed in accordance with the Freedom of Information
Act (FOIA) policy. If the request is considered a FOIA request, contact your
facility's FOIA Officer to process the request.

VHA employees should process requests for PHI within the required time
frame (i.e., 20 work days from receipt) and charge any applicable fees as
outlined in VHA Handbook 1605.1.

‘ NOTE:

If there are questions from VHA employees on legal authority to make
disclosures, the VHA health care facility Privacy Officer should be
contacted prior to making the disclosure.
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Other Disclosures Requiring Authorization, Part 1 of 2

VHA has several policies forthe disclosure of PHIfor certain purposes.
Discussed belowisthe VHA disclosure policyforthe release ofinformation
forbilling purposesthatinclude 38 U.S.C 7332 protected information,
requesting VBA claims folders, providing medical opinions, releasing of
psychotherapy notes andtakingvideo, photoaraphy orveice recordings.

BILLING OF INSURANCE CLAIMS: Billing staffmay be requested to

provide health information in supportof aninsurance claim. Iifupon review of
the health information thatis being requestedthereis 38 U.S.C 7332-
protected information, such as Sickle Cell Anemia, treatment or referral for
alcohol ordrug abuse, orthe testing ortreatmentfor HIV, an authorization
must be obtained priorto disclosing this informationto the insurance
company. Consultyour VHA health care facility Privacy Officer for additional
guidance and a process for obtaining the authorization.

MEDICAL OPINIONS: VHA health care providers are required, when
requested, to provide descriptive statements and opinions for VHA patients
with respectto the Veteran's medical condition, employability, and degree
of disability. A copy ofthis opinion should be placed within their health
record. Awritten request or authorizationis to be obtained priorto the
disclosure.

REQUEST FOR AND AUTHORIZATION TO RELEASE MEDICAL |
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PSYCHOTHERAPY NOTES: Psychotherapy notes are createdto carry outtreatment; usedto train students or participants in mental health programs; andin
defense of alegal action. VHA employees may notdisclose psychotherapy notes for any other purpose withoutthe prior written authorization ofthe individual
to whom the notes pertain. Psychotherapy notes are personal notes maintained by the psychotherapist which are kept separate from

documentation placed within the patient's health recordin CPRS. By definition, psychotherapy notes CANNOT be in the health record; therefore, any
notes orinformation placed in a mental health progress note in CPRS are NOT psychotherapy notes.

‘ NOTE:

Answers to psychologicaltests, ie., Minnesota Multiphasic Personality Inventory (MMPI), Wechsler Adult Intelligence Scale (WAIS), etc. are considered forms
used by VHA where an individual cannot seek access to the blank or completed teol, which is copyright protected. The individual may receive a copy of the final

or summary assessment report.

‘ NOTE:

Anindividual does not have a "right of access"to these psychotherapy notes. For additional information, contact your VHA health care facility Privacy Officer.
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Other Disclosures Requiring Authorization, Part 2 of 2

TAKING VIDEO, PHOTOGRAPHS OR VOICE RECORDINGS: In orderfor
video, voice/audioc recordings or photographs to be taken for non4reatment
purposes, there mustbe alocal facility policyin place. AVHA employee
wishingtotake a patient's photograph ormake avideo orvoice/audio
recording for a purpose unrelated to the patient's health care, such as
supporting continuing education efforts or a presentation ata conference,
must getan authorization from the patient by having the patient sign VAF
10-3203, Consentfor Use of Picture and/or Voice.

‘ NOTE:

For research protocols, the IRB cannot waive the requirement for VAF
10-3203.

Ifthe video, photograph orvoice recordingis going to be further disclosed
thenthe patientmustalso sign VAForm 186345, Requed forand
Authorization to Release Medical Records or Health Information priorto
m aking the disclosure.

The local facility policy should state that cell phones may be usedin non-
patientcare areas such as lobbies, publicwaiting rooms, offices and
cafeteria. Cell phones maybe usedin patient care areas, unless otherwise
prohibited. Signage stating policy should be clearly postedin patientcare
areas, i.e.telemetry orICU.

Cell phones with camera capability should only be used for phone calls. To
ensure and protectthe privacy of others, the camerafeature maynotbe
used anywhere on Federal propertyunlessthereis a policythat states
otherwise. Facility signage ateach entrance should clearly state whether
photographyis prohibited.

Employees orNon VAindividuals are prohibited from secretlytaking
pictures, audio orvideo taping of each other.
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Summary - Module 4

Congratulations!You have completed Module 4.

Inthis module you learned about

¢ Consentversus authorization

o Whenwritten authorizationis necessaryfor disclosure ofinformation

Processing arequest

Managing disclosures and releases requiring authorization

Takingvideo, photographs andvoice recordings

Inthe nextmodule, Release of Information Outside Of VA, you will learn
whatinformation can be disclosedto non-VA entities.

Specifically you will learn:

¢ Informationthatcan be disclosedto non-VAentities such as
Congress, courts oflaw, law enforcement, family members, non-VA
health care providers, otherfederal agencies, publichealth
authorities, State Veterans Homes, and Veteran Service
Organizations (VSO)

Informationthatcan be disclosedto anon-VA organization or entity.
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Module 5 - Release of Information Outside of VA

Module 5 Introduction

Inthis module, you will learn whatinformation can be disclosedto non-VA
entities.

Specifically you will learn:

o Informationthatcan be disclosedto non-VAentities such as
Congress, courts oflaw, law enforcement, family members, non-VA
health care providers, otherfederal agencies, publichealth
authorities, state veterans homes, and Veteran Service
Organizations (VSO)

LesSon objeat’wes:
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Individual Authorization

Before making a disclosure of any protected health information to an outside
entity without an individual's authorization, VHA employees should
determine:

o Thetype ofinformationinvolved, and

o Whetherlegal authority exists underthe statutes and regulations to
permitthe disclosure.

Iflegal authorityis notfoundin all six applicable statutes and regulations
(as discussedinModule 1), VHA employees may not make the disclosure.

Disclosureis notmandatory underthese provisions. In situations whereitis
unclearwhetherlegal authority exists, the signed authorization ofthe
individual should be obtained.

An accounting ofdisclosures is required for all disclosures discussedinthis
module.

Freedom of Information Act

(FOIA), 5US.C. 552

The Privacy Act
(PA), 5 US.C. 552a

Confidentiality Nature of Claims,
381.5.C.5701

' Confidentiality of Certain Medical Records,

38U5.C 7332

‘ Confidentiality of Healthcare Quality Assurance Review Records,
38 US.C.5705

The Health Insurance Portability and Accountability Act
(HIPAA)
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Non-VA Entities

Other Non-VA Entities Courts of Law mﬁmvgm m‘n"&- Congress

—
——
e

Medicel Care Orpan Procurement
Cost Recovery Low Enforcement oz asons (OPO)

Information can be disclosedtovarious non-VA entities:
¢ Congress
¢ Courts
o LawEnforcement
o Next ofKin, Family and Significant Others
¢ Non-VAHealth Care Providers
¢ Non-VAHealth Care Referralto VHA
¢ Emergency Non-VAHealth Care
¢ QrganProcurement Organizations (OPO)
¢ PublicHealth Authorities
¢ State VeteransHomes

o Veterans Service Organizations (VSO)
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Congress

VHA may disclose protected healthinformationto amember of Congress
when respondingto aninquiryfrom a congressional office thatis made at
the request ofthe individual to whomthe information pertains. If a prior
signed written authorization form has notbeen provided, the member of
Congress needs to provide a copy ofthe original correspondence fromthe
individual.

Protected health information may be disclosedto a congressional oversight
committee or sub-committee withoutthe individual's signed written
authorization providedthe requestis made inwriting, signed bythe
committee Chair, and on official letterhead.

‘ NOTE:

For specific requirements related to congressional oversight inquiries,
please contact your local health care facility Privacy Officer.

VHA employees may notdisclose PHI upon aninquiryfrom a member of
Congress on behalf ofthe Veteran by athird party (e.g., Veteran's son)
without an appropriate signed written authorization.
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Courts

Courts

VHA employees may disclose PHI pursuantte a court orderfrom a Federal,
State, orlocal court of competentjurisdiction. Referto VHAHandbook
1605.1, Privacy and Release of Information for further guidance.

A subpoenais notsufficient authorityto disclose PHIunless the subpoena
is signed bythe judge of a court of competentjurisdiction oritis
accompanied bythe written authorization ofthe individual whose records are
the subjectofthe subpoena.

Ifthereis 38 USC 7332 information thatis being requestedthen avery
specific court orderwill be required.

‘ NOTE:

Allcourt orders or subpoenas should be referred to the health care
facility Privacy Officer for coordination with their local Regional Counsel
prior to disclosure of health infermation or VHA employee appearance.

Competency Hearings

VHA may disclose PHIto private attorneys representing Veterans deemed
incompetentordeclared incapacitated for a competency hearingwhen a
court order, discovery request or otherlawful process is provided, aslong as
the individual has been given notice ofthe request

There is no authority to disclose information directlyto the Veteran's Next of
Kinunless the Next of Kin is a personal representative ofthe individual. A
courtorderis required.
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Routine Reporting to Law Enforcement Entities Pursuant to Standing Written Request Letters

Protected healthinformation, EXCLUDING 38 U.S.C. 7332protected
information, may be disclosedto officials of any criminal or civil law
enforcement governmental agency charged under applicable law with the
protection of publichealth or safetyin response to a standing written
requestletter.

Protected health information may be disclosedto a Parole Officerwith a
signed written authorization fromthe individual.

Child, adult, and elder abuse requires a standing written request letter prior
to reporting to alaw enforcement agency unless abuseis serious and
imminentto the health and safety ofthe individual

_‘ NOTES:

Priorto dizclosure to a law enforcement agency, please check with your
local health care Privacy Officer as to whether a valid standing request

letter is on file, The standing written request letter must be updated in
writing every 3 years.
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Next of Kin, Family and Significant Others

Generalinformation onthe patient's condition and location can be
discussedwiththe general publicifthe patienthas not opted out ofthe
facility directory.

Protected healthinformation can be sharedinthe presence of others as
long asthe patientdoes notobject

Protected healthinformation can be shared outside the presence ofthe
patientwhen, inthe professional judgment ofthe provider, itis determined
the disclosureisinthe bestinterestofthe patient

HIV Status may be disclosed by a clinical practitionerto the patients
spouse or sexual partnerif certain conditions are met, such as the HIV
positive patientdoes notintendto tell his/her spouse or sexual partner of
his/her status.
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Non-VA Health Care Provider and Referral

Non-VA Health Care Provider

VHA may disclose PHI, excluding 38 U.S.C. 7332 protected
information, to a non-VA health care providerforthe purposes of VA
paying for services without a signed written authorization.

VHA may disclose PHI, excluding 38 U.S.C 7332 protectedinformation,
to anon-VAhealth care providerforthe purposes oftreatmentwithouta
signed written authorization.

VHA may disclose any PHIto medical personnel to the extentnecessaryto
meeta bonafide medical emergencyincluding 38 U.S.C. 7332 protected
information.

‘ NOTE:

The minimum necessary standard does not apply to treatment
purposes.

Non-VA Health Care Referral

Forthe purpose of health care referrals, VHAmay disclose PHI; excluding

38 U.8.C. 7332 protected health information, to resident care homes,
assistedliving facilities, and home health services. Providers such as social
workers cannotdisclosethatthe Veteran has 38 USC 7332 protected
diagnoses withoutan authorization from the Veteran.
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Organ Procurement Organization

As long as VHAHandbook 1101.03, Organ, Tissue, and Eye Donation
Processis followed, VHAmay disclose relevanthealth information forthe

purpose of determining suitability of a patients organs ortissues for organ
donationto an Organ Procurement Organization (OPO)without
authorizationif all ofthe four following conditions are met

o Individualis aninpatientin a VA health care facility
¢ Individualis near-death or deceased
¢ VHA has asigned agreementwiththe OPO

o OPO is certified with Health and Human Services

Contactthe facility OPO Coordinator for additional stipulations priorto
making adisclosure.
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Public Health Authorities

VHA employees may disclose protected health information, excluding 38
U.S.C. 7332 protected information, to Federal, State, and/orlocal public
health authorities charged with the protection ofthe public health or safety
pursuantto a standing written requestletter or other applicable legal
authority. A standing written request letteris good for a period ofthree
years. Afterthat period oftime, the letter must be redssued.

An individual's infection with HIV may be disclosedfrom arecordto a
Federal, State, orlocal public health authority thatis charged under Federal
or State law with the protection ofthe public pursuantto a standing written
requestletter. An authorization is notrequiredforthis disclosure. Please
referto your VHA health care facility Privacy Officer for additional guidance.

Influenza (Flu")vaccination oriliness reporting is only allowed if required by
state law and covered under a standing written request letter.
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State Veterans Homes

VHA employees may disclose protected health information, excluding 38
U.S.C. 7332 protected information, to Federal, State, and/orlocal public
health authorities charged with the protection ofthe public health or safety
pursuantto a standing written requestletter or other applicable legal
authority. A standing written request letteris goodfor a period ofthree
years. Afterthat period oftime, the letter must be re-issued.

An individual's infection with HIV may be disclosedfrom arecordto a
Federal, State, orlocal publichealth authoritythatis charged under Federal
or State law with the protection ofthe public pursuantto a standing written
requestletter. An authorization is notrequired forthis disclosure. Please
referto your VHA health care facility Privacy Officer for additional quidance.

Influenza (Flu")vaccination oriliness reporting is only allowed ifrequired by
state law and covered under a standing written requestletter.
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Veteran Service Organizations (VSO)

VHA employees may disclose protected health informationto a Veterans
Service Organization for purposes of obtaining benefits provided an
appropriate Power of Attorney (POA) or a signed written authorization from
the individual has been filed with the VA health care facility that maintains
the information.

For additionalinformation on VSO's requesting access to the electronic
health record, referto the following website at
hitp:/ivaww.va.govhia/UserGroups.htm.
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Summary - Module 5

Congratulations!You have completed Module 5.

Inthis module you learned about

o Disclosure procedures to non-VA entities.

Inthe nextmodule, Operational Privacy Requirements, you will learn
general requirements for agency accounting of disclosures, complaints,
faxes, emails, healthinformation from non-VA physicians and facilities,
contracting andtraining. Modules

TUUK: S
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Module 6 - Operational Privacy Requirements

Inthis module, youwill learn the general requirements for operational
managementwhen releasing individually identifiable information.

Specifically you will learn:

o General requirements for privacy management during accounting of
disclosures, complaints, faxes, emails, health information from non-

VA physicians andfacilities, training of employees, delegation of a
Privacy Officer, contracts and penalties

LESSON object’wes:

¢ Viruallifetime electronicRecord (VLER)

Atthe end ofthis module, you will be able to identifythe general
requirements for operational managementto ensure privacy when releasing
Veteraninformation.
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Complaints

Individuals have the rightto file a complaintregarding VHA privacy practices.
The complaintdoes nothave to be inwriting, thoughitis recommended.

All complaints, regardless of validity, mustbe enteredinto Privacy and
Security Event Tracking System (PSETS)within one hour of discovery

during normal business hours oras soon as possible outside of normal
business hours.




Module &: Operation Privacy Requirements

Faxes

VHA health care facilities should onlytransmit PHI via facsimile (fax)when
no othermeans exists to provide the required information in areasonable
mannerortime frame.

VHA health care facilities needto ensure PHIis senton amachine thatis
insecure locations and notaccessible to the general public.

VHA health care facilities shall take reasonable steps to ensure the fax
transmissionis senttothe appropriate destination (e.g. callthe requestorto
ensure receipt) A confidentiality statement must be onthe cover page when
transmitting PHI The statementwill instructthe recipient ofthe
transmission andto notify VHAIf received in error,
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Email

Email messages must contain only non-PHI unless the datais encrypted
(i.e., PKlorRMS) Contactyourfacility Information Security Officer and VA
Handbook 6500, information Security Program, and VA Directive 6301, o

Electronic Mail Recoras, for additional guidance. ﬁ
Microsoft Outlook calendars and Microsoft Communicator are notto be ‘ L
usedto store Veteran's PHI. K

VistA Email can be usedto share PHIinternally, howeverthe Veterans . . ‘ '
name or otheridentifiers should notbe placedinthe subjectline ofthe -
message.

Provider{o-patientemails are prohibited iftheyinclude PHI Use secure
messaging in MyHealtheVetforthose communications thatinclude PHI.

Veterans cannot give permiggion to communicate with them via email
as itis against VA policy.
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Penalties

Individuals who are convicted of knowingly and willfullyviolating the penalty
provisions ofthe Privacy Act shall be guilty of a misdemeanor and fined not
more than $5,000.

Inthe eventa health care facility employee is found criminally liable of a
privacyviolation, a written report ofthe incidentwill be provided to the VHA
health care facility Director.

Any personwhoviolates any provision of 38 U.S.C. 7332 shall be fined not
morethan $5,000inthe case of afirst offense, and notmore than $20,000
ineach suhsequent offense. AVHA employee who knowinglyviolates the
provisions of Health Insurance Portability and Accountability Act (HIPAA)
andthe American Recovery and ReinvestmentAct of 2009 (ARRA), by
disclosing PHI shall be fined notmore than $50,000, imprisoned notmore
than one year, or both. Offenses committed underfalse pretenses orwith
the intentto sell, transfer, oruse individually identifiable health information
for commercial advantage, personal gain or malicious harm have more
stringent penalties.

In addition to the statutory penalties forthe violations described above,
administrative, disciplinary, or other adverse actions (e.9., admonishment,
reprimand, and/ortermination)may be taken againstemployees whoviolate
the statutory provisions.
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Training of Personnel

All VHA personnelincluding employees, volunteers, contractors and
students mustbetrained, atleastannually, on privacy policies to include
the requirements of Federal privacy and information Iaws, regulations,
HIPAA and VHA policy. New personnel must be trained within 30 days of
employmentor soonerifrequired for computer access. This training must
be completed priorto the new personnel being allowed access to PHI.

At a minimum, instruction must be provided within 6 months of any
significantchange in Federal law, regulation, this policy, and/or facility or
office procedures. VHA health care facilities musttrack completion of
privacytraining and be preparedto report privacy training completion figures.

InVHA all privacytraining is done on an annual anniversary date ofwhen
the training was taken the previous year. All requiredtraining mustbe done
inthe TalentManagement Service (TMS)system. This will ensure thatthe
trainingis appropriately documented fortracking purposes.
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Designation of Privacy Officer

Each administration must designate atleast one facility Privacy Officer.
VISN and VA Medical Centers (VAMC)orHealth Care Systems (HCS)may
designate more than one fulime VHA health care facility Privacy Officer if
the size and complexity ofthe facility warrantthe need ManyHCSs or
VAMCs may have the FOIA Officer and the VHA health care facility Privacy
Officer asthe same person.

‘ NOTE:

It is the employee’s responsibility to know the name oftheir azsigned
health care facility Privacy Officer or Administration Privacy Officer.
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Virtual Lifetime Electronic Record

In April 2009, President Obama directed the VAand DoD to lead the efforts
in creating VLER (Virtual Lifetime Electronic Record), whichwould
“ultimately contain administrative and medical information from the day an
individual enters military service throughouttheir military career and after
they leave the military.”

VLER utilizes the Nationwide Health Information Network (NwHIN)to share
prescribed patientinformationvia this protected network environment with

participating private health care providers, butthis does notinvolve 'scanned’

patientinformation.

The participating providers will have a View only'option to see the Veteran's
information once the Veteran has completed an authorization (VAForm 10-
0485) Once a patientcompletes all forms required, the patientis then
“opted+nfor sharing oftheir health information.
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Module 6: Operation Privacy Requirements

Summary - Module 6

Congratulations!You have completed Module 6.

Inthis module you learned aboutthe requirements:

o Foroperational managementand ensuring privacy when releasing
information course

¢ VLER

Modules
Inthe nextmodule, Module 7, you will learn aboutthe Freedom of Module

Information Act (FOIA)

1OPICS




Module 7: Freedom of Information Act (FOIA)

Module 7 - Freedom of Information Act (FOIA)

Inthis module you will learn aboutthe elements ofthe Freedom of
Information Act (FOIA) Specifically, you will learn about

¢ Elements ofthe FOIA

e Access

¢ Employee Responsibilities

¢ Who CanMake AFOIA Request

¢ Procedural Steps

¢ Agency Records

¢ Timelimits foraFOIARequest

¢ Consequences of UntimelyResponses
¢ Exemptions

o Litigation

¢ TheAnnualReportof Compliance

Atthe end ofthis module, you will be able to identify the elements ofthe
Freedom of Information Act (FOIA)

LESSON. Object’wes:




8 Module 7:Freedom of information Act (FOIA)

Elements of FOIA

Elements of FOIA

Enacted by Congressin 1966
Effective: July 5th, 1967

The basicpurpose ofthe FOIAIS "to ensure an informed citizenry,
vitalto the functioning of a democratic society, neededto check
againstcorruption andto hold governors accountable to the
governed.”

The FOIAestablishes a presumptionthatrecords inthe possession
ofagencies and departments ofthe executive branch ofthe U.S.
Government are accessibletothe people.

FOIAis concerned with affording the mostdisclosure ofinformation
underlaw.

The FOIA sets standards for determining which records mustbe
disclosed and which records may be withheld.

The law also provides administrative and judicial remedies forthose
denied access to records.
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Access

The FOIArequires disclosure of records, inthe possession of VA, uponthe
written request of an individual or organization.

Written requests may be received by mail, by hand, by email or fax
Requests made underthe FOIAmustreasonably describe the records
being requested. IfVHA employees receive written FOIA requests for
records, such requests should be forwarded to the local FOIA Officer.

The FOIA Officer will make all determinations regarding release ofthe
requestedrecords.

Records thathave been destroyed as part ofthe VA's approved records
retention schedule are notsubjectto FOIA However, any records not
destroyedin accordance with the approved records retention schedule must
be providedinresponsetothe FOIArequest
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Employee Responsibilities

Employee Responsibilities

o Allemployees are requiredto fully cooperate inthe handling of FOIA
requests as directed bythe local FOIA Officer.

o Specificemployee responsibilities include:

~
-

(8]

(8]

(9]

(8]

Searching for agency records atthe direction ofthe local
FOIA Officer

Fully documenting the FOIA search efforts to include time
spentsearching, searchterms utilized, and identification of
systems orfiles searched

Providing responsive records to the FOIA Officerin atimely
manner, this includes providing records in the format
requested bythe requestor, if available.

Being accessibletothe FOIA Officerfor
questions/clarifications

Fee estimates atthe direction ofthe FOIA Officer

Employees should notcontacta FOIA requestor. All communications with a
FOIA requestormustbe made bythe FOIA Officer.




Module 7:Freedom of Information Act (FOIA)

Who Can Make a FOIA Request?

o Virtually ANYONE, including:
Private citizens

(&)

(&)

Members of Congress

Corporations, associations, partnerships

(8]

3

¢ Foreign and domestic governments

Unions

(&)

Otherfederal employees, exceptwhen made inthe official performance oftheir VA duties

(@]

o Exceptions:
Federal agencies maynotuse the FOIA as ameans of obtaining information from otherfederal agencies

(&)

Congressional oversight committees may notbe denied information onthe basis of a FOIA exemption

(&)

Fugitives from justice, whenthe requested records relate to the requestor's fugitive status

(s}
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Procedural Request

Onceyoureceive a FOIArequest, you should promptly referitto your
facility oradministration FOIA Officer. You mayfind the appropriate FOIA
Officerusing the FOIA Officer Contactroster onthe VAFOIAHomepage at
hitp:/mww.foiava.gov.

o Oncethefacility or administration FOIA Officerhas issuedthe
records search assignment, the VHA health care facility or program
office withthe records in question should promptly provide copies of
the records to the facility or administration FOIA Officerin
accordance with the time frame set by the FOIA Officer.
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Menu Module 7: Freedom of information Act (FOIA)

Agency Records

What Agency Records Are..

¢ Eithercreated or obtained by anagency; and

o Underagency control atthetime ofthe FOIArequest

Fourfactors for determining if an agency has “control” ofthe records:

¢ Theintentofthe record's creatorto retain or relinquish control over
the record;

+ The ability ofthe agencyto use and dispose ofthe record as it sees
fit;

+ The extentto which agency personnel have read or relied uponthe
record; and,

¢ Thedegree towhichthe record was integrated into the agency’s
records systems orfiles.
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Time Limits for a FOIA Request

A requestforrecords received will be promptly referred for actionto the
appropriate VAFOIA Officer. The requestor must be notified in writing within
20work days afterreceipt ofthe requestwhetherthe requestwill be granted
ordenied Ifgrantedinwhole orin part, copies ofthe records being
requested mustbe provided within this statutory timeframe.

An agency may extend the 20 work daytime limitto process a FOIA
requestan extra 10 work days under "unusual circumstances” as
determined bythe FOIA Officer. The FOIA Officer must notify the FOIA
requestorin writing ofthis extension before the 20 work daytime limit
passes.
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Consequences of Failure to Process Requests Timely

¢ [fthe agencyfails to meetthese time limits forinitial processing of a
FOIA request the FOIArequestor mayfile alawsuit seeking the
records.

¢ Failuretoprocess aFOIArequesttimely canresultin several
adverse consequences forthe agency. These include:
¢ Limitations onthe fees thatthe facility may charge the
requestor,

Adverse publicity forthe facility, including allegations of
improper motives forthe delayin processing.

[&]

Therequestormay be able toimmediatelyfile suit seeking the
records, and Section 4 ofthe Open Government Act allows for
the payment of attorney fees and otherlitigation costs to be
paidto FOIA plaintiff(sjwhen they prevail inthe lawsuit

(&)
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Exemptions from Public Access to VA Records

There are nine exemptions that permitwithholding of certain information
from disclosure. ltis the general policy of VAto disclose information from
Departmentrecords to the maximum extent permitted by Iaw. There are
circumstances, however, when arecord should notor cannotbe disclosed
inresponseto aFOIArequest When such an occasion arises, the FOIA
permits records orinformation, orportions thatmay be segregatedto be
withheld under one ormore ofthe exemptions.

Determinations as to whether a FOIA exemption is applicable to certain
records are made solely bythe FOIA Officer. When withholding information
pursuantto one ofthe nine exemptions, the agency must provide the
requestorwith certain specificinformation aboutthe actiontaken ocnthe
request, including an estimate ofthe amount of denied information, unless
doing so would undermine the protection provided bythe exemption.

Types of agency records that may be exempt and withheld from release
under a FOIA exemption:

¢ Exemption 1-National Defense or Classified Records

o Exemption 2—Internal Personnel Rules and Practices

¢ Exemption 3—-Records Exempted by Another Law or Statute
e Exemption 4—Commercial Financial and Trade Secrets

¢ Exemption 5—Inter-and Intra-Agency Documents

o Exemption 6 —Records Containing Information thatinvades the
Personal Privacy of an Individual

¢ Exemption 7-LawEnforcementRecords
¢ Exemption 8 —Financial Institutions Records

¢ Exemption 9—Geological and Geophysical Records

N

IMPTIONS
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Litigation
o IfaFOIArequestis litigated, the FOIA Officer will be notified bythe

VA OGC.

o TheVAOGC serves astheligisonforthe VAtothe Department of
Justice, AssistantU.S. Attorneywho handles the litigation.

o All VA employees are expected to timely comply with the guidance
and direction provided bythe FOIA Officer andthe VAOGC inthe
course ofrepresenting VAin a FOIA lawsuit
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Annual Report of Compliance

The FOIArequires each agencyto submitto Congress areport on or before
March 1stof each year ofits activities and efforts to administerthe FOIA
duringthe preceding fiscal year. The facility FOIA Officeris requiredto
submitfigures referencing FOIArequests annuallyto VA Central Office
(VACO).
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Summary - Module 7

Congratulations!You have completed Module 7.

Inthis module, you learned ahoutthe elements ofthe Freedom of
Information Act (FOIA)

Elements ofthe FOIA Course
Access

Employee Responsibilities Modules
Who Can Make AFOIA Request 7
Procedural Steps s :
Agency Records 0PI
Time limits for a FOIARequest

Consequences of Untimely Responses

Exemptions
Litigation
The Annual Reportof Compliance

Congratulations!You have completed all seven modules. Please goto
module eightto:

Get a copy ofthe text or power pointversion ofthis training
Printyour completion ofthe training certificate

Receive the numberto the help desk
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End of Course

Module 8 - End of Course Instructions

Duringthis course, you have learned about

BasicPrivacy Laws and Regulations
Veterans Rights

Uses and Disclosures ofInformationin VA
Purposes thatRequire an Authorization
Releases ofInformation Outside of VA
Operational Privacy Requirements and

Freedom ofInformation Act (FOIA)

COUrse Summn vg:
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Course Conclusion

This concludes the Privacy and HIPAATraining for FY2013.

Formore information on Privacy and Release of Information, contactyour
VHA health care facility Privacy Officer or Administration Privacy Officer.

Foralistof VHA Privacy Officers, goto
hitp:/iaww.vhaco.va.goviprivacyvhapo.htm.

Foracopy ofthe power pointortextversion ofthe training, please click
hitps:/Mmww.tms.va.gov.

Thankyou foryour participation.

VHA Privacy and HIPAA Training
FY2013




VOLUNTEER PRIVACY/HIPAA

Key Components

INTRODUCTION

Per VA regulations, all Regularly Scheduled volunteers are to have initial and annual privacy
training. Given the various assignments of volunteers, a print version of the VHA Privacy and
HIPAA Training is made available to volunteers. Volunteers who have computer access and
who are issued a PIV badge must complete their privacy training through the TMS on-line
education portal.

This document supplements the Privacy and HIPAA training packet, does not replace, listing key
components of privacy and HIPAA practices related to volunteer assignments. A full copy of the
2013 Privacy and HIPAA Training document is available for review in the Voluntary Services
Office, room 207-C, the Volunteer Escort Office, room 202-C, the Recreational Therapy
Department and Chaplain Services. The document can also be viewed/downloaded from VA
Butler’s website, www.butler.va.gov.

As a VA Butler Healthcare volunteer, you are subject to the same expectations, rules and
regulations as employees with respect to protecting the privacy, confidentiality and information
security of the Veterans we serve and the staff and volunteers you serve with.

KEY COMPONENTS

1. PRIVACY OFFICER: Each VA facility has a Privacy Officer who assists ensures that the
facility has, and is in compliance with, privacy policies and procedures in place, to
investigate breaches in privacy, to train staff, volunteers and Veterans on privacy
procedures and to make rounds within the facility and the community clinics to look for
privacy weaknesses. A mandatory poster is located on each floor/building at VA Butler
Healthcare and the community clinics listing the contact information and photo of VA
Butler’s Privacy Officer. Volunteers may contact the privacy officer at any time to
discuss any issues or concerns relative to privacy. The Privacy Officer for VA Butler
Healthcare is as follows:

e David Blackwell, Privacy Officer, 724-285-2416, VA Butler Healthcare, Bldg. 1,
room 344W

e Sue Legacy, Backup Privacy Officer, 724-477-5066, VA Butler Healthcare, Bldg. 1,
room 202E



http://www.butler.va.gov/

2. WHAT HAPPENS AT THE VA STAYS AT THE VA: What you hear or see while providing
volunteer services at VA Butler Healthcare is not to be discussed with individuals outside
of the VA, discussed publicly within the VA or with others within the VA who do not
have a right to that information. Any issues or concerns you have regarding a Veteran,
staff person or other volunteer should be discussed with your immediate work site
supervisor, the Privacy Officer or the Voluntary Services Coordinator in a secure, non-
public area. Documents containing personal identifiable information on Veterans, staff
or volunteers are not to be removed from the VA premises, emailed or faxed. There are
certain exceptions, and those are/would be reviewed and authorized through the
Privacy Officer.

3. HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT (HIPAA): The Standards
for Privacy of Individually Identifiable Health Information (Privacy Rule) established, for
the first time, a set of national standards for the protection of certain health
information. The U.S. Department of Health and Human Services(HHS) issued the
Privacy Rule to implement the requirement of the Health Insurance Portability and
Accountability Act of 1996 (HIPAA). The Privacy Rule standards address the use and
disclosure of individuals’ health information (called “protected health information” by
organizations subject to the Privacy Rule, called “covered entities”), as well as standards
for individuals' privacy rights to understand and control how their health information is
used. A major goal of the Privacy Rule is to assure that individuals’ health information is
properly protected while allowing the flow of health information needed to provide and
promote high quality health care and to protect the public's health and well being.The
Rule strikes a balance that permits important uses of information, while protecting the
privacy of people who seek care and healing. Given that the healthcare marketplace is
diverse, the Rule is designed to be flexible and comprehensive to cover the variety of
uses and disclosures that need to be addressed. To view the entire Rule, go online to
http://www.hhs.gov/ocr/hipaa. The Health Insurance Portability and Accountability Act
of 1996 (HIPAA), Public Law 104-191, was enacted on August 21, 1996, with sections
261 through 264 of HIPAA requiring the Secretary of Health and Human Services to
publicize standards for the electronic exchange, privacy and security of health
information.

4. STATUTES THAT GOVERN THE COLLECTION, MAINTENANCE AND RELEASE OF
INFORMATION FROM VETERANS HEALTH ADMINISTRATOIN RECORDS: To review
these statutes, you may conduct your own on-line search or you may contact the
Privacy Officer.



e The Freedom of Information Act (FOIA), 5 U.S.C 552

e The Privacy Act (PA), 5 U.S.C. 552a

e Confidentiality Nature of Claims, 38 U.S.C, 5701

e Confidentiality of Certain Medical Records, 38 U.S.C. 7332

e Confidentiality of Healthcare Quality Assurance Review Records, 38 U.S.C. 5705

e The Health Insurance Portability and Accountability Act (HIPAA) and its
implementing regulation the HIPAA Privacy Rule.

5. RIGHT TO PRIVACY: Privacy is everyone’s right, especially our Veterans. Privacy strives
to maintain balance between management of health information and protecting the
Veteran’s privacy.

e Patients admitted as inpatients may opt out of the inpatient facility directory,
and therefore, will not receive mail, calls or visitors. As a volunteer if you are
asked if a patient is here, you are to refer the individual to the switchboard or to
the nursing station. The switchboard and the nursing station maintain a list of
those patients who have opted out of the inpatient directory.

e Veterans are provided a Notice of Privacy Practices informing them of how
information may be used or disclosed by the VA, what the Veterans rights are
regarding that information and the VA’s duties to protect that information.
Copies of this notice may be obtained from the facility where the Veteran is
receiving care or online at:
http://www.1.va.gov/vhabpublications/viewpublication.asp?pub 1D=1089.

e The Community Living Center and the Domiciliary are considered “homes” to the
patients who are admitted into these programs. As such, staff and volunteers
are to respect the privacy of the Veteran and to “knock” on his/her door and to
ask for permission to enter the patient’s room. Volunteers are not permitted
into the rooms of patients in the Domiciliary. Unless advised to do so,
Volunteers are not to enter patient’s rooms when the door is closed.

6. WHAT INFORMATION IS PROTECTED: Name, addresses, social security number, date of
birth, diagnoses, admission to the hospital as an inpatient if requested by the patient,
other medical and personal information. If you are not sure what information is
protected, please contact your assignment site supervisor, the Privacy Officer or the
Voluntary Services Coordinator.

e Volunteers are not permitted to take photographs of Veterans, staff and other
volunteers at any time as that the taking of these photos is considered
protected. Photos may be taken with advanced authorization/clearance from
the Public Affairs Officer.


http://www.1.va.gov/vhabpublications/viewpublication.asp?pub

7. USE OF INFORMATION WITHIN THE VA: Employees may use personal health identifiers

9.

on a need to know basis for their official job duties for purposes of treatment, payment
and/or health care operations. The dissemination of patient information is governed by
the rules and regulations as noted above and subject to strict policies and procedures to
insure that the Veterans privacy is being maintained. To ensure compliance and and
understanding of the privacy regulations, employees are required to complete annual
Privacy and HIPAA training, sign the Rules of Behavior and complete Information
Security training. Electronic information may only be sent via protected
communications (i.e. PKI). Faxes are to have cover sheets. These coversheets can be
found on VA Butler’s sharepoint site. Documents containing personal identifiable
information are to be sent via privacy envelopes with the disclaimer letter attached. VA
Butler volunteers, as part of their authorized assignment, may need to know some
personal identifiers, such as name, address, last 4, and date of birth, in completion of an
assignment. In this regard, the program for which the volunteer serves has/will provide
on-site, on-going training that includes a review of the privacy and confidentiality
controls for that program area and assignment.

PENALTIES: Dependent upon the nature and severity of the breach, volunteers may be
subject to the same criminal penalties as employees for breaches of privacy and
security. Volunteers who do not adhere to the expectations and abide by the rules and
regulations as set forth for the prevention and protection of an individuals privacy will
be terminated from service at VA Butler Healthcare.

YOUR RESPONSIBILITIES AS A VOLUNTEER: As a VA Butler Healthcare volunteer, your
responsibilities are (but not limited to):
e Complete Privacy Training — initially and annually thereafter for the duration of
your volunteer service
e Know the particular requirements and parameters of your work site with respect
to privacy and confidentiality
e Through your actions, be a positive role model and an advocate for protecting
the rights, privacy and confidentiality of the Veterans you serve and the staff and
volunteers you work with
e Double check your work and don’t hurry —i.e., when doing mailings, check to
make sure that the name on the letter matches the name on the envelope
e Do not acknowledge that an inpatient is at this facility — refer face-to-face or
telephone inquiries to the switchboard or the nursing stations of the Community



Living Center. These locations maintain a list of those inpatients who have opted
out of the directory

Do not discuss/share information/documents pertaining to Veterans, staff or
other volunteers in public areas, outside the facility or internally with individuals
who do not have a need to know

Do discuss issues and concerns with appropriate program staff within secure
environments

Report actual privacy violation instances or possible instances. For example: If
you see paperwork lying around the facility (i.e. waiting rooms, break rooms,
etc.) that contain personal identifiable information, please take that information
to the nearest employee, your site supervisor, the Voluntary Services
Coordinator or Privacy Officer immediately. If you are opening mail for a
department and the information contained within the envelope should have
been sent via a privacy envelope, report the incident to your site supervisor.

Do not use another person’s PIV Badge to gain entrance to restricted areas.

Do not document personal identifiable information nor make copies of
documents that contain such information and take off site

Protect your own privacy — be mindful of the information you discuss with others
If you make a mistake, report it to your site supervisor immediately so that they
can remedy the situation at that time or correct for the future

Provide regular feedback



PRIVACY AND HIPAA TRAINING
CERTIFICATE OF COMPLETION

I, certify that I have completed

(print name)

the 2013 Privacy and HIPAA Training (print version) as required for
my volunteer service at VA Butler Healthcare. By completing this
training, | understand my role in protecting the privacy and
confidentiality of other individuals (Veterans, staff and volunteers) and
the governing rules and regulations. | also understand that there is zero
tolerance for breaches in privacy and that such behavior will/could result
in termination from the volunteer program.

| completed this training on
(date).

(signature of volunteer) (signature of Voluntary Services Coordinator)



